Operation Cyberbully

Classified and Urgent

North Korea’s recent cyberattacks on U.S. based companies has become a threat to national security.
The NSA has tracked recent cyberattacks on U.S. based companies to North Korea. The White House has
directed the CIA and the Pentagon to take any measures necessary to eliminate the threat of future
cyberattacks. The CIA has identified three cyber-hacking locations in North Korea: #1 east of Cheonan,
#2 north of Soktam-Ni, and #3 at Sambae-Ri. The administrative building at the 8 Feb Synth Fiber
complex is the hub of the operation and must be destroyed immediately. The three warehouses house
scores of computers and highly skilled hackers.
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Phase I: Downtown
Mission

The 87" is tasked with destroying the administrative building and the warehouse at the 8 Feb Synth
Fiber Complex.
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Primary target
Administration building

Secondary target
Warehouse

Known Threats
Air Threats
The following squadrons are operating in the Korean Theater in the target area:
Hyon-Ni Airbase
Squadron 3753; Mig-23s, 18 airframes. Elite pilots.
Haeju Airbase
Squadron 3802; Mig-21s, 18 airframes. Elite pilots.
Koksan Airbase
Squadron 3735; Mig-29As, 18 airframes. Elite pilots.
Squadron 3805; Mig-21s, 18 airframes. Elite pilots.
Onjin Airbase
Squadron 3752; Mig-23s, 18 airframes. Elite pilots.
Hwangju Airbase
Squadron 3754; Mig-23s, 18 airframes. Elite pilots
Panghyon Airbase
Squadron 3721; Mig-29Ss, 18 airframes. Elite pilots.
Air Defenses
The following ground threats have been observed along the ingress route to Cheonan.
Heavy AAA along the DMZ and around the target.
3711 Elite
3707 Elite
3709 Elite
3708 Elite



SA-2, SA-3, SA-6, and SA-11 squadrons located near the target.
SA-2s: 3710, 3789, and 3711

SA-3s: 3704, 3705, and 3706

SA-6s: 3787, and 3788

SA-11s: 1027, 3701, and 3702
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Enemy Activity

Mig-23 squadrons out of Onjin AB, Hyon-Ni AB, and Hwangju AB are enforcing a “No Fly Zone” north of
the DMZ. Mig-21’s out of Haeju AB and Koksan AB are flying routine patrols along the DMZ. Mig-29As
are on alert status at Koksan AB.

Rules of Engagement

You are to engage any enemy force threatening the success of the mission—on the ground or in the air.
Positive identification, either visual or AWACs, is required. The primary target is located in an urban
center; therefore, all efforts must be made to minimize collateral damage.

Weather Conditions
Fair weather. Cloud base is 30,000 feet; con layer is 28,000. Widespread fog is rolling in and is expected
over the area and during recovery.



